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The 4th Industrial Revolution
A time for amazing things
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Lumen: The Platform for Amazing Things
A platform designed for the 4th Industrial Revolution

• Connected Security with intelligent and proactive 

threat prevention and privacy built-in to the 

customer's data and applications platform.

• Edge Cloud & IT Agility providing a high-performing, 

low-latency platform for delivering an exceptional 

application experience.

• Adaptive Networking offering scalable, high 

bandwidth that intelligently adjusts to real-time data 

and application needs.

• Collaboration solutions designed to boost 
interactivity and engagement via applications.
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Lumen Product Portfolio 
A deep portfolio of solutions and services
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Hybrid Networking

•   Internet

• MPLS/IP VPN

• SD-WAN

• Broadband

• Ethernet

• Wavelength

Business Bundles

• Business Internet

• Business Wi-Fi

• Fiber+ Internet

Content Services

• CDN

• Vyvx Broadcast Services

Network Security Services

• Adaptive Network 

Security Services

• DDoS Mitigation 

Services

Premises Security Services

• Managed Firewall

• Managed Web 

Application Firewall

Analytics and 

Threat Management

Business Bundles

• Managed Security

VoIP

• Voice Complete

• Hosted VoIP

• Enterprise SIP

Traditional Voice

Unified 

Communications

Contact Center

Managed Services   |   Advanced Managed Services   |   Custom Managed Services

Cloud Services

• Public Cloud

• Private Cloud

• Cloud Application

Manager

• Cloud Connect

• Managed Hosting

• Data Centers

• Dynamic Connections

Integrated Solutions with 

Cloud Applications

• Big Data as a Service

• Internet of Things

• SAP Ecosystem

• Resiliency Services

ADAPTIVE 

NETWORKING

MANAGED SERVICES & CONSULTING

EDGE CLOUD & 

IT AGILITY
CONNECTED 

SECURITY
COLLABORATION
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Lumen Security Portfolio

Security Topics/Solutions
NIST 

Framework 
Lumen Solution(s)

Administrative Controls 1 - Identify Professional Security Services (PSS) - Compliance Readiness Assessments

Asset Inventory 1 - Identify Professional Services - Audit to identify and assess the current network and IT infrastructure components

Governance, Risk & Compliance 1 - Identify Professional Security Services (PSS) - Compliance Readiness Assessments

Policies and Procedures - Assess and Advise 1 - Identify Professional Security Services (PSS) - Compliance Readiness Assessments

Technical Controls - Assess and Manage 1 - Identify Professional Security Services (PSS) - Consulting

Vulnerability Assessment/ Penetration Testing 1 - Identify Professional Security Services (PSS) - RiskSense/Avertium

Vulnerability Management 1 - Identify Professional Security Services (PSS) - Risksense/Qualys/Nessus

Bot Management 2 - Protect NextGen Web Application Firewall (WAF), Bot Risk Management (BRM), and API protection via ThreatX, PerimeterX, and Wallarm.

Data Loss Protection (DLP) 2 - Protect Professional Security Services (PSS) - ITsMINE DLP

DDOS 2 - Protect DDoS Mitigation Service - Protection against Layer 3 and 4 attacks

DNS filtering 2 - Protect Adaptive Threat Intelligence 

Email Gateways 2 - Protect Professional Security Services (PSS) - vSOC with managed Fortimail and Cisco Email Security

Endpoint AV/AM 2 - Protect Professional Security Services (PSS) - Managed Carbon Black

IDS/IPS 2 - Protect Adaptive Network Security, Managed Prem Firewall - /Fortinet/Palo Alto/Cisco

Internal Phishing Campaigns (testing) 2 - Protect Professional Security Services (PSS) - InteproIQ

SASE 2 - Protect Professional Security Services (PSS) - Versa/Netskope/PaloAlto

Security Awareness Training 2 - Protect Professional Security Services (PSS) - InteproIQ

Single Sign-On / MFA 2 - Protect Professional Security Services (PSS) - Cisco Duo

SOAR 2 - Protect Professional Security Services (PSS) - vSOC managed Qradar, Splunk, Sentinal, Swimlane, Palo Alto Cortex 

Threat Intelligence 2 - Protect Adaptive Threat Intelligence 

vCISO 2 - Protect Professional Security Services (PSS) - vSOC managed, managed SIEM, CISOaaS

Web Application Security 2 - Protect NextGen Web Application Firewall (WAF), Bot Risk Management (BRM), and API protection via ThreatX, PerimeterX, and Wallarm.

Web Content Filtering 2 - Protect Adaptive Network Security, Managed Prem Firewall - /Fortinet/Palo Alto/Cisco

Zero Trust 2 - Protect Professional Security Services (PSS) - Appgate/Netscope/Palo Alto Prizma

Endpoint Detection and Response 3 - Detect Professional Security Services (PSS) - Managed Carbon Black/SentinalOne

Log Monitoring and Retention 3 - Detect Security Log Monitoring

Security Operations Center 3 - Detect Professional Security Services (PSS) - SOCaaS

SIEM monitoring - Assess, Implement, Manage 3 - Detect Professional Security Services (PSS) - Managed SIEM, SOCaaS/vSOC

Back-up and DR Strategy 4 - Respond Network Storage, DRaaS, Consulting

Incident Response 4 - Respond Professional Security Services (PSS) - vSOC and IR Retainer
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DDoS Like a Boss Promotion

Services not available everywhere. Business customers only. Lumen may change, cancel or substitute products and services, or vary them by service area at its sole discretion without notice.
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